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[bookmark: _Toc157528306]Introduction
The following legislation is relevant to information security and must be followed where applicable when SSES collects, uses, stores and handles information:
1. UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018, as amended
2. Privacy and Electronic Communications (EC Directive) Regulations 2003 (PECR), as amended
3. The Network and Information Systems Regulations 2018 (NIS regulations)
4. Computer Misuse Act 1990
5. Communications Act 2003.
In addition, the qualifications regulator Ofqual has specific conditions in relation to data and confidentiality which must be adhered to when operating our end-point assessment service:
· Condition A1 – abiding by data protection law
· Condition A5 – data retention
· Condition G4.1 – ensuring confidentiality of assessment materials
· Condition G4.6 and EPA3.2 – breaches of confidentiality
· Condition G5.1 – unique identification for learners
[bookmark: _Toc157528307]Scope
Confidential information is not limited to personally identifiable data. It can also include business plans, financial information, intellectual property, and assessment tools, materials, and records.
This policy applies to all employees, and those working on behalf of SSES.  Any breach of this policy will be dealt with under our Malpractice policy and procedure, and may also be a criminal offence, in which case the matter will be reported as soon as possible to the appropriate authorities
[bookmark: _Toc157528308]Part 1 - Data
SSES is committed to compliance with personal data protection law and the data protection principles. We will process personal data fairly, lawfully and transparently in accordance with individuals’ rights.
We recognise that in the running of our business, we collect and process personal data from a variety of sources. This personal information is collated in several different formats including letters, emails, legal documents, employment records, operations records, images and statements. The personal data is held in both hard copy and electronic form. 
We will keep personal data secure and retain it for no longer than necessary for the purposes for which it is processed. We will retain only the information needed to fulfil our statutory obligations and provide our services, in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
[bookmark: _Toc157528309]Data Collected
As part of its role as an AAO, SSES collects and utilises a variety of data about the following identifiable individuals:
· Current, former and prospective employees and contractors
· Current and former apprentices
· Users of its website
· Those making enquiries 
· Current and former suppliers and third parties
We do not routinely require details of learning difficulties or disabilities. Where information is needed to arrange reasonable adjustments, we will collect only what is necessary, explain its use, restrict access and identify an appropriate lawful basis and special category condition before processing it. Explicit consent will be obtained where this is the condition relied upon.
Lawful Basis for Processing
SSES identifies and records the lawful basis for each processing purpose before collecting or using personal data. Depending on the purpose, SSES may rely on one or more of the following bases under Article 6 of the UK GDPR:
Contract – processing necessary to perform a contract with the individual or take steps at their request before entering into a contract, including relevant employment or service arrangements.
Legal obligation – processing necessary to comply with applicable law, including relevant employment, payroll, tax and regulatory obligations.
Legitimate interests – processing necessary for justified business interests, such as managing assessments, quality assurance and responding to enquiries, provided these interests are not overridden by individuals’ rights and freedoms. SSES documents the purpose, necessity and balancing assessment.
Consent – processing based on freely given, specific, informed and unambiguous consent where required or appropriate. Consent may be withdrawn at any time without affecting the lawfulness of earlier processing.
Employment obligations are addressed through the appropriate Article 6 basis, usually contract or legal obligation; they are not a separate Article 6 lawful basis.
Special Category and Criminal Offence Data
For special category data, such as health or disability information, SSES also identifies and records an applicable Article 9 condition. Depending on the circumstances, this may include obligations and rights under employment, social security and social protection law; explicit consent; or substantial public interest supported by a relevant legal condition. Where required, SSES meets the conditions in Schedule 1 to the Data Protection Act 2018 and maintains an appropriate policy document.
DBS and other criminal offence information is subject to Article 10 of the UK GDPR and the Data Protection Act 2018. SSES records the applicable lawful basis and legal authorisation or Schedule 1 condition, and applies the required safeguards.
[bookmark: _Toc157528310]Data Sharing
SSES may share apprentice information with employers, training providers and the bodies responsible for apprenticeship funding, assessment and certification where necessary and lawful. These may include the Department for Education (DfE), bodies carrying out former Education and Skills Funding Agency (ESFA) functions, and Skills England or successor body. Only the information necessary for the relevant purpose will be shared.
SSES may share information with regulators, external quality assurers, auditors and government agencies where required by law, contractual requirements or regulatory conditions. Sharing must have an appropriate lawful basis and comply with applicable confidentiality and security requirements.
Apprentice information is used for registration, gateway checks, assessment, reasonable adjustments, certification, quality assurance and regulatory reporting where necessary and lawful. Monitoring reports will use genuinely anonymised or aggregated information where possible. Information linked to a Unique Learner Number (ULN) may remain identifiable and must be protected as personal data.
[bookmark: _Toc157528311]Data Retention
This retention policy (with its schedule), is a tool to assist us in making decisions on whether a particular document should be retained or disposed of. In addition, it takes account of the context within which the personal data is being processed and our business practices. Decisions around retention and disposal should be taken in accordance with this policy.  When a retention period of a specific document has expired, a review should always be carried out prior to the disposal of the document. This does not have to be time-consuming or complex. If a decision is reached to dispose of a document, careful consideration should be given to the method of disposal.
The table below sets out SSES retention periods. Records must be reviewed and securely deleted when no longer required. A shorter or longer period may apply where justified by law, regulatory requirements or a specific documented need, including a legal claim or investigation. Exceptions must be approved and recorded by the Data Protection Lead.


	Type of Record
	Retention Period 

	AAO Documentation:

	Apprentice details
Name, ULN, date of birth, gender, apprenticeship start date, employer name, ERN, address and contact details, training provider name, UKPRN, address and contact details
	6 years after certification. If no certification is issued, 6 years after final assessment or withdrawal.

	DBS checks, where applicable
	DBS certificates and certificate information: normally no longer than 6 months after the recruitment or suitability decision, unless a documented lawful reason justifies longer retention.

	Assessment schedules
	6 years from date of record

	Assessor CVs (with employment history and assessor and vocational qualifications)
	6 years from date of record

	CPD records
	6 years from date of record

	Assessment templates and records
	6 years from date of record

	Monitoring and sampling reports
	6 years from date of record

	Final grading decisions
	6 years from date of record

	Certificate upload requests
	6 years from date of record

	Gateway Records
	

	Evidence of Maths L2
	6 years from date of record

	Evidence of English L2
	6 years from date of record

	Evidence of Early Years Educator L3 (and any future qualifications)
	6 years from date of record

	Record of proof of remaining Gateway requirements
	6 years from date of record

	Employment Records:

	Senior staff integrity records confirming that no director, board advisor, or senior staff member has:
a)	Been the subject of any criminal convictions
b)	Been found by a court or any professional, regulatory or government body to have breached any provision of any relevant legislation or regulatory obligation, to which they are subject
c)	Been the subject of any instance of bankruptcy or individual financial arrangements to which they are or have been subject
d)	Been disqualified from holding the directorship of a company or from public office
e)	Been subject to a finding of malpractice or maladministration, in relation to a qualification (whether regulated or unregulated)
	Duration of appointment plus 6 years

	PAYE records
	3 years from end of fiscal year

	Maternity and paternity pay records
	3 years from end of fiscal year

	General sickness and absence records
	6 years after employment ceases; review and delete unnecessary medical detail earlier where possible.

	Occupational health records and reports
	Employer-held fitness and adjustment reports: normally 6 years after employment ceases, subject to a documented need and periodic review. Clinical records held by an occupational health provider follow its applicable professional and legal retention requirements.

	Health surveillance records where legally required
	Retain for the period required by the relevant regulations; for example, at least 40 years from the last entry for COSHH health surveillance records. The Data Protection Lead must confirm the applicable requirement.

	Unsuccessful candidates
	6 months after last action

	Accident report forms
	3 years after last action

	Parental leave records
	5 years from birth of child

	Employment records: redundancy, equal opportunities; health & welfare records
	6 years after last action

	Employees that left the business: emergency contacts and bank account details
	Delete immediately after making final salary payment

	Pay & tax: pay deductions, tax forms, payroll, loans
	6 years after last action

	Records of formal disciplinary actions in employee file
	6 years after last action

	Records of formal grievances in employee file
	6 years after last action

	Staff conflict of interest declarations
	Duration of employment plus 6 years

	Commercial Contracts:

	Contracts with suppliers and clients
	6 years after last action

	Purchase orders and invoices including paid/unpaid
	7 years after last action

	Marketing Records:

	Mailing lists
	1 year after last action

	Operational Records:

	Record of apprentices, outcomes and dates
	6 years after certification or, where no certificate is issued, after final assessment or withdrawal. Retain anonymised statistics longer where needed.

	Policies/Procedures
	7 years

	Complaints
	6 years from end of fiscal year

	Maintenance contracts
	15 years from last action

	Website FAQs
	6 months from last action

	Insurance schedules
	10 years after last action

	Register of members
	Life of company

	Management information returns
	Life of company

	Memorandum of association
	Life of company

	Register of directors and secretaries
	Life of company

	Employer’s liability insurance certificates
	Life of company

	Email Records:

	Email correspondence
	6 months after last action



SSES is responsible to keep this retention schedule up to date, to reflect changing business needs, new legislation, changing perceptions of risk management and new priorities for our business.
SSES is responsible for determining (in accordance with this Policy) whether to retain or dispose of specific documents. 
Staff must consult the Data Protection Lead if in doubt about retention periods or whether a document is needed for a potential claim.
[bookmark: _Toc157528313]Disposal
We must ensure that personal data is securely disposed of when it’s no longer needed. This will reduce the risk that it will become inaccurate, out of date or irrelevant.
The method of disposal should be appropriate to the nature and sensitivity of the documents concerned and includes:
· Non-confidential records – place in waste paper bin for disposal
· Confidential records – shred documents
· Deletion of computer records
· Securely erase electronic records and copies, including those held in approved cloud systems, in accordance with the applicable deletion and backup procedures.
[bookmark: _Toc157528314]Data Protection Rights
SS Educational Services Ltd would like to make sure individuals are fully aware of all of their data protection rights. Every user is entitled to the following:
The right to access – You may request copies of your personal data. Requests will normally be processed free of charge, although a reasonable administrative fee may be charged where requests are manifestly unfounded or excessive.
The right to rectification – You have the right to request that SS Educational Services Ltd correct any information you believe is inaccurate. You also have the right to request SS Educational Services Ltd to complete information you believe is incomplete.
The right to erasure – You have the right to request that SS Educational Services Ltd erase your personal data, under certain conditions.
The right to restrict processing – You have the right to request that SS Educational Services Ltd restrict the processing of your personal data, under certain conditions.
The right to object to processing – You have the right to object to SS Educational Services Ltd’s processing of your personal data, under certain conditions.
The right to data portability – You have the right to request that SS Educational Services Ltd transfer the data that we have collected to another organisation, or directly to you, under certain conditions.
Where processing relies on consent, you have the right to withdraw that consent. You also have the right to complain to the Information Commissioner’s Office. The availability of other rights depends on the lawful basis and applicable exemptions.
We normally respond to rights requests without undue delay and within one month, subject to applicable legal rules on identity verification, clarification and extensions. Where an extension is permitted for a complex request or multiple requests, we will explain the reason within the initial month. If you would like to exercise your rights, contact us using the details below.
Email: contact@sseducationalservices.co.uk
Call us at: 01753 375 435
Write to: SS Educational Services Ltd, Castle Hill House, 12 Castle Hill, Windsor, Berkshire, SL4 1PD
[bookmark: _Toc157528315]Part 2 – Security and Confidentiality
SSES is committed to ensuring that all data and information (paper, video, or electronic) processed and/or held by SSES is protected from the risk of theft, loss, corruption, and misuse.
[bookmark: _Toc157528316]Assessment security
Under Ofqual Condition D7 we must have information available to teachers to prepare learners for assessment (Ofqual defines a teacher as anyone who may help prepare a learner for assessment). However, we must make sure that the information is restricted to preparing learners and does not share any confidential assessment material or process. This means that:
· The information provided can only provide logistical information and mock materials
· Any mock materials must not be used within live assessments
· Where we are holding meetings with employers, training providers, or learners about end-point assessment, we ensure that those meetings only relate to logistics of end-point assessment.  
· should those meetings cover anything other than EPA logistics, we will ensure that no-one with any involvement in the design of assessment materials, the delivery of assessment, or with knowledge of confidential materials or processes is involved.

Data and records are stored:
Personal data must be protected using encrypted devices, password-controlled access, multi-factor authentication where available, secure cloud-based storage and role-based access controls.
Access must be limited to authorised people who need the information for their role. Paper records and removable media must be stored securely when not in use.
Approved storage systems include SSES cloud-based systems and Skilsure, with access restricted in accordance with SSES information security procedures.
Remote Working
Staff accessing personal data remotely must use organisation-approved devices, secure connections and follow information security procedures. Devices must be locked when unattended, and personal data must not be stored in personal accounts or unapproved systems. Paper records must be protected from access by other household members or unauthorised people.
Personal Data Breaches
A personal data breach is a security incident leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. Any actual or suspected personal data breach must be reported immediately to the Data Protection Lead using the SSES contact details in this policy. Staff must not wait for a full investigation before reporting a concern.
The Data Protection Lead will arrange prompt containment, assess the information and individuals affected, preserve relevant evidence and record the risk to individuals’ rights and freedoms. SSES will document all personal data breaches, including the reasons for any decision not to notify the ICO.
Where required, SSES will notify the Information Commissioner’s Office without undue delay and within 72 hours of becoming aware of the breach. Notification is required unless the breach is unlikely to result in a risk to individuals’ rights and freedoms. Incomplete information may be supplied in phases; any delay must be explained.
Where a breach is likely to result in a high risk to individuals’ rights and freedoms, SSES will inform affected individuals without undue delay, unless a lawful exception applies. Investigations and corrective action will also follow the malpractice and maladministration policy and the risk, incident, contingency and continuity management procedures.
Assessment Confidentiality Breaches
Actual or suspected unauthorised access to, or disclosure of, confidential assessment materials must be reported immediately and investigated under the relevant SSES procedures. Where personal data is also involved, the personal data breach procedure applies. Any required regulatory notifications must also be made.
[bookmark: _Toc157528317]Part 3 – Internet Security - Cookies
Cookies are text files placed on your computer to collect standard internet log information and visitor behaviour information. When you visit our website we may collect information from you, automatically through cookies or similar technology.
For further information, visit www.allaboutcookies.org 
[bookmark: _Toc157528318]How do we use Cookies?
SSES will explain the cookies and similar technologies used on its website in an up-to-date website cookie notice. This will identify their purpose, provider and duration, and explain how visitors can control their use.
[bookmark: _Toc157528319]What type of Cookies do we use?
The website cookie notice must reflect the cookies actually in use. SSES will review this information whenever website services or technologies change. Non-essential cookies will only be used where permitted by PECR, with consent obtained where required.
· Strictly necessary cookies may be used to provide a service requested by the visitor. Any functionality, analytics or advertising cookies actually used must be identified in the website cookie notice, together with the applicable consent or exemption arrangements.
[bookmark: _Toc157528320]How to Manage Cookies
You can manage cookies through your browser settings and any cookie controls provided on the website. Where consent is required, you may withdraw it as easily as you gave it. Blocking strictly necessary cookies may affect the website features you request.
[bookmark: _Toc157528321]Privacy Policies of other Websites
The SS Educational Services Ltd website contains links to other websites. Our privacy policy applies only to our website, therefore if you click on a link to another website, you should read their privacy policy.
[bookmark: _Toc157528322]Changes to our Privacy Policy
SSES keeps this privacy policy under regular review and publishes the current version on its website. This privacy policy was last updated on 13 October 2026, as recorded in the version control section.
How to Contact Us
If you have any questions about SS Educational Services Ltd’s policy, the data we hold on you, or you would like to exercise one of your data protection rights, please do not hesitate to contact us.
Email: contact@sseducationalservices.co.uk
Call us at: 01753 373 435
Write to: SS Educational Services Ltd, Castle Hill House, 12 Castle Hill, Windsor, Berkshire, SL4 1PD
How to Contact the Appropriate Authority
Should you wish to report a complaint, or if you feel that SS Educational Services Ltd has not addressed your concern in a satisfactory manner, you may contact the Information Commissioner’s Office at https://ico.org.uk/global/contact-us/ 
[bookmark: _Toc157528323]Reviewing the Policy 
This policy, and any supporting documentation, is reviewed annually. However, at any period between the reviewing cycle, the policy, and/or any supporting documentation, may be amended or updated, following an investigation or legislative changes.
If you have any questions regarding this policy, please e-mail contact@sseducationalservices.co.uk where your comments and/or concerns will be forwarded to the relevant individual.
Person Responsible for review: 		Team Assessment Manager 
Previous approval: 			Director of Operations, 15 July 2024.
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